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1. Terms and Conditions Introduction 

The purpose of the agreement is to provide a framework for the  sharing of personal data by the Chief Executive of Skills Funding (“the Skills Funding Agency”) or the Young People’s Learning Agency for England (“the YPLA”) to third parties.

This agreement can be used for making requests to the Skills Funding Agency for personal data under the control of either organisation, and hereinafter referred to as “the Agency”.

The personal data covered by the agreement is data relating to individuals and which is afforded protection under the Data Protection Act 1998.  This includes both personal and sensitive personal data, as described in the Act.  It also includes data which might be described as ‘depersonalised’ (for example, where some personal markers have been removed) but where individuals might still be capable of being identified either from the data itself or by manipulation (for example, by the ‘depersonalised’ being joined up with other data to enable individuals then to be identified).

The agreement sets out:

· what data are being shared

· what processing will be allowed

· why the sharing is taking place

· the rules under which this sharing will be allowed.

It provides a reference document for all parties as well as forming an agreement between them.

This agreement has been written with due attention to relevant legislation, together with guidance and Codes of Practice issued by the Office of the Information Commissioner, and Agency requirements for the protection of personal data under the Cabinet Office Security Policy Framework.

Under the Apprenticeships, Skills, Children and Learning Act 2009, the Agency is permitted to share information for education and training purposes with other parties specified in that Act for the purposes of enabling or facilitating the exercise of any relevant function described in that Act.
Whilst the Agency does not wish to hinder legitimate requests for personal data, the process must be stringent enough to ensure that personal data are only shared, used and retained in the circumstances that can be fully justified and meet the requirements of this agreement and the law.

Furthermore, the Agency must be kept fully informed of the processing of any personal data it shares with third parties to enable the Agency to ensure it is meeting its own obligations in respect of the data.

2. Sharing personal data with third parties under agreement

When personal data are shared with a third party, the Agency requires a data sharing agreement or protocol to be entered into by the data sharing partner (third party) to ensure that the purposes for which the personal data are shared are clearly understood and agreed, the personal data is properly shared, used, retained and destroyed, and all parties acknowledge their responsibilities in relation to these activities.

Where a third party is seeking data from the Agency, the third party will be required in this agreement to:

· Provide details of who will be processing the data, including details of their Data Protection notification

· Describe the data requested

· Define the basis on which the data will be processed as set out in Schedule 2 and, in the case of sensitive personal data, Schedule 3 of the Data Protection Act 1998
· State the statutory instrument and relevant section which confers a legal duty requiring any proposed processing of the data

· Provide full and clear reasons for the proposed processing of the data

· Read and confirm their understanding and agree to be bound by its conditions by signing this agreement before the Agency will share data.
Other bodies providing services to and processing the data on behalf of the third party requesting the data will also be required to read and confirm their understanding and agree to be bound by its conditions by signing an agreement before the Agency will share the data.

The Agency does not provide personal data (including sensitive personal data) as a matter of routine, and requests for data must be fully justified.
3. Making requests for personal data

All requests for data from the Agency must be made in writing, and under the terms and conditions of this agreement.  It must be noted that except where there is a defined legal requirement, the Agency is under no obligation to share any data with third parties.
3.1 Signed documents

A signed hard copy of this agreement, fully completed, should be submitted to the Agency (see Guidance Notes), before data will be issued.
3.2 Agreement period

A request for data may be made for a single purpose or multiple uses of the same data over a period of time. Any agreement will run for a maximum of twelve months or for any shorter period specified and agreed in relation to one or more of the uses, and then be subject to review and renewal of the agreement.

During the agreement period, third parties must inform the Agency of new purposes and obtain agreement to use the data for these purposes.

3.3 No routine issue of data

Data requests are the responsibility of the requestor and all requests made of the Agency for data are considered on their own merits. The Agency does not send out new datasets as a matter of course to a third party. Each dataset has to be requested from the Agency at a time when those data are available.

3.4 Justifying a request for data

It is important that any request for access to data is accompanied by a detailed explanation of what the data are to be used for. All requests for access to personal data or sensitive personal data must be fully justified demonstrating that the third party has a lawful basis for processing the data in accordance with Schedule 2 or Schedule 3 of the Data Protection Act 1998.  Further, where the data is being processed to exercise a statutory function, details of the statutory instrument conferring the legal power or duty should also be provided.

3.5 Agency process for consideration

The Agency will consider a request for data in light of the use to which the data are to be put and the suitability of the data elements requested for that use. Agency staff may contact applicants for further information or to discuss the data elements requested.

No timescale for processing each application can be given; each request will be dealt with on its own merits. The more detailed the information provided in the application, the more quickly each request can usually be processed.

3.6 Supply of data – type and media

Where data is supplied by disk, the Agency will usually supply data on a pass phrase protected, WinZip encrypted CD/DVD.  At present, learner data are usually issued in either DBF (database format) or SPSS (Statistical Package for the Social Sciences) format.

3.7 Refusal to supply data

In considering any request for data, the Agency will take into account the use to which the data are to be put, the Agency has the right to refuse to share data with third parties and refusal does not have to be explained.

4. Control of data

This section deals with the legal distinction between data controllers and data processors as defined by the Data Protection Act 1998.

4.1 Data Controllers
A data controller is a person or organisation that either alone or jointly with another controller, determines the purposes for which and the manner in which any personal data are processed.

4.1.1 The Agency as Data Controller
The Agency is the data controller of any data it provides and remains so. This means the Agency is permanently responsible for the data it provides.

At no time upon providing third parties with personal data does the Agency cease to be a controller of that data.

It is possible that in law, the Agency and a third party are joint data controllers, in which case all decisions on how those data are to be processed will be made between the Skills Funding Agency and the third party.

4.1.2 Third Parties as Data Controllers

Where the third party seeks sharing of data by the Agency for the third party’s own purposes (for example, where the third party requires the data to fulfil its own statutory function), the third party will also become a data controller of that data.  It will be required to specify the purposes for which it will be processing the data as a controller.  Where it is exercising a statutory function, it will be required to specify the function it is exercising and the statutory instrument under which it is exercising that function.

4.2 Data Processors

A data processor is any person or organisation that processes data on behalf of a data controller. A data processor can only act on the instructions of the data controller or controllers.

4.2.1 Third Parties as Data Processors

When a third party requires data from the Agency or is required to collect and supply data on behalf of the Agency, for purposes determined by the Agency (for example, where the Agency is contracting with the third party to undertake a survey of learners on the Agency’s behalf), the third party enters into this agreement as a data processor in respect of such data, and agrees to process data solely according to Agency instructions as set out in the agreement.

4.2.2 Other ‘subsidiary’ Third Parties as Data Processors

Additionally any further third parties processing data on behalf of a third party described under section 4.2.1 above, for purposes determined by the Agency under a contract between the Agency and a third party described under section 4.2.1, will only be a data processor in relation to the data shared by the Agency.  This includes any external contractor or consultant engaged by a third party.

Where access to Agency shared data is provided, written contractual conditions between the third party, as described in section 4.2.1 and any third party described in this section must regulate how the data are used and what they are used for in accordance with this agreement.

As a minimum, these conditions shall require that the third party:

· Agrees only to process personal and sensitive personal data in accordance with the disclosing organisation’s instructions

· Takes appropriate technical and organisational measures to keep data secure

· Agrees to delete the data securely by the agreed date, or when the use is fulfilled, if sooner

· Notifies the third party described in section 4.2.1 that has engaged them of any potential or actual breach of security in relation to the shared data as soon as possible and, in any event, within three working days of identification of any potential or actual loss of the shared data
· Accepts that they are a Data Processor only in regard to Agency data. They must agree that data will be kept confidential and not be disclosed to any other parties.

The Agency reserves the right to request a copy of the written contractual terms and conditions between a third party as described under section 4.2.1 and any other third party relating to any processing of the shared data.

4.3 Commissions of Work
Any third party using Agency data to produce work for another party must still only process Agency data as a processor and in accordance with any agreements made with the Agency.

5. Conditions of data supply

Personal data held by the Agency and shared with a third party are subject to the following conditions.

5.1 Annual review and retention of data by third parties

In accordance with the Data Protection Act 1998, personal data should only be processed for as long as is necessary.  Requests to the Agency to share data should be limited accordingly and for no longer than 12 months under this agreement. Specific justification for processing of the data beyond one year is required.

The Agency recognises that third parties may wish to data to be retained for further use in the near future. These parties may request permission, using this protocol, to keep data for specified purposes in anticipation of further use.

This permission must be renewed annually and each time a new project or use is undertaken. At the end of the specified time period, the data must be deleted unless further agreement is given.

5.2 Sharing with other third parties

Personal data must not be shared with other organisations or individuals without the prior written agreement of the Agency. This includes consultants, contractors, sub-contractors and other agencies.
5.3 Processing only for agreed purposes

In accordance with the fifth data protection principle, data shall only be processed (including stored) for the purpose(s) for which the request has been made, and must be deleted once that purpose has been fulfilled.

Third parties must seek agreement under a new Data Sharing Agreement for processing the data for purposes other than previously agreed.

5.4 Data Protection registration (notification to the Information Commissioner’s Office)

Where the Agency agrees to share data with a third party which will be processing the data for its own purposes, the third party will become a data controller in relation to the shared data and the Agency will require the third party to provide details of an appropriate valid entry in the Register of Data Controllers section of this agreement.  The Register of Data Controllers is managed by the UK Information Commissioner’s Office (ICO), and it is mandatory for most organisations handling data as a data controller to maintain a valid registration. 

Failure by such third parties to include a valid registration number and / or be registered for the correct purposes (i.e. unless they are exempt from registration) will result in any requests being rejected. The purposes for which an organisation must be registered may vary depending on the proposed use the data, and so a definitive list cannot be provided.  The Information Commissioner’s website provides more information about notification (see Appendix A).
It is a criminal offence for any organisation to process personal or sensitive personal data in a manner which is inconsistent with its data protection registration.

5.5 Mortality

It is important that anyone dealing with personal and sensitive data, understands that the Data Protection Act 1998 does not cover deceased persons.

Any research or surveys using Agency information should always be done via a dataset of individuals that has been checked for deceased people, to avoid unnecessary upset to the deceased’s family.

“Mortality files” are available to purchase for organisations who wish to do regular checks on their datasets, and the Agency recommends the use of these.

5.6 Data matching

Data are provided on the understanding that it will not be matched to any other datasets, even on depersonalised or aggregated datasets, unless the Agency has agreed to the proposed processing matching.

The Agency remains a data controller of data that it has been supplied. Accordingly any new dataset generated by a third party may only be kept for the length of time agreed with the Agency. Once this time has passed, the datasets must be securely destroyed in accordance with principle 5 of the Data Protection Act 1998.
5.7 Data security

All third parties entering into this agreement and processing personal and sensitive personal data must have in place prior to receipt of the data, and continue to take, appropriate technical and organisational measures against unauthorised or unlawful processing of personal data, and against accidental loss, destruction or damage to personal data. These will include, but not be limited to.

· Appropriate technological and security measures

· Secure physical storage and management of non-electronic data

· Password protected computer systems

· Restricted access to data and taking reasonable steps to ensure the reliability of employees who have access to data

· Appropriate security on external routes into the organisation; for example, internet firewalls and secure dial-in facilities.
All third parties entering into this agreement and who will be data controllers of the shared data will be required as part of this agreement to provide details of an appropriate valid entry in the Register of Data Controllers.  Notification requires that the data controller must provide to the UK Information Commissioner a general description of the measures it will take for the purposes of protecting against unauthorised or unlawful processing of personal information and against accidental loss or destruction of, or damage to personal information.

5.7.1 Destruction of data
Once the data have been used for the purposes for which they were required, the data should be deleted, using appropriate software where necessary, unless there is an agreement with the Agency that the data may be retained for longer.  The Agency requires third parties to delete data securely to a standard that accords with the protective marking that applies to the data.  Technical guidance for deletion of data is provided by CESG (see Appendix).

5.7.2 Security incidents

The Agency requires the third party to advise the Agency of any potential or actual losses of the shared data as soon as possible and, in any event, within three working days of identification of any potential or actual loss, whether in relation to its own processing of the data or in relation to data processed on its behalf, in order that the Agency can consider what further action is required in relation to such an incident and the continued and future sharing of data.

The Agency further requires any third party processing data on behalf of the Agency to notify it as soon as possible of any breaches of security which might potentially give rise to a risk to the security of the data shared by the Agency.
The security of data is far more wide ranging than this agreement can cover, including issues such as access control, storage, disposal and deletion.

International Standard ISO 27000-1 on Information Security Management is available for those organisations wishing to obtain certification for good practice.

Further information, to supplement this agreement is available from:

http://www.berr.gov.uk/whatwedo/sectors/infosec/#
http://emea.bsi-global.com/InformationSecurity/index.xalter
Please note that these websites are not operated and controlled by the Agency and therefore the Agency cannot be held responsible for changes made to the contents of these pages.
5.8 Suppression of personal data
Where the Agency shares personal data with a third party, groups identified as having fewer than five individuals as a result of data analysis should not be published, except with the prior agreement of the Agency.

5.9 Rights to inspection and withdrawal of data sharing

If the Agency shares data with a third party for the purposes of the third party processing data on behalf of the Agency, the Agency reserves its rights under contract with a third party to inspect arrangements for the processing of the shared data and withdraw agreement to the shared data where it considers a third party is not processing the data in accordance with this agreement.

5.10 Data Subject Access Rights

Individuals have a right to see what data are held about them, and to know why and how it is processed. 

The Agency as a data controller has an obligation to respond to these requests, however requests made of a third party should be honoured by them under the terms of the Data Protection Act 1998.

Third parties with whom the Agency shares data for the purposes of processing on behalf of the Agency should refer such requests in accordance with its contractual obligations with the Agency.
5.11 Transfer of data outside of the EEA

Data shared with third parties will not be transferred outside of the European Economic Area unless explicitly agreed by the Agency.

The Data Protection Act 1998 (8th Principle) bans the transfer of personal data to a country or a territory outside of the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of the data subjects in relation to the processing of their personal data.

When the Agency gathers personal data from an individual such as a learner, it does not inform them that their data will be transferred outside of the European Economic Area.

When the Agency shares data under this data sharing agreement, the other parties to the agreement agree that no data will be transferred outside of the European Economic Area, unless the Agency explicitly agrees to the transfer.

5.12 Prohibition of data for other purposes
5.12.1 Commercial purposes
Personal data will not be released or sold for commercial purposes and must not be used for such purposes.
Data which may provide the requestor with commercial advantage may be either refused, or provided on the condition that other organisations that may be affected by the release of these data are also provided with the information.

5.12.2 Processing incompatible with Privacy Notice

The Agency will not share data for uses incompatible with the purposes in a Privacy Notice it has issued.  This includes, but is not limited to.

· Speculative Investigations – where organisations wish to trawl for names and information without proper cause or purpose

· Snooping – where organisations wish to act on merely a suspicion of information that might be of use to them, with no other justification.

6. Changes to data sharing agreements

Periodic reviews will take place of data sharing agreements. The agreements are available from the Data Service web site at: http://www.thedataservice.org.uk/About/data_sharing/ 
	The Skills Funding Agency is an agency of the

Department for Business, Innovation and Skills
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