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Data Request Form

Completion of request form instructions
The following form is to be used to request access to Personal data held and managed by either the Skills Funding Agency or the YPLA, referred to below as “the Agency”.

Please complete all relevant sections of this form.
	Section
	Colour
	When to be Completed

	

	1
	
	
	By all requestors

	

	2
	
	
	By all requestors

	

	3
	
	
	By all requestors

	

	4
	
	
	By anybody requesting ILR based data

	

	5
	
	
	Anybody requesting either or both of the Apprenticeship Vacancy reports

	

	6
	
	
	To be used when requesting data not covered by either section 4 or 5

	

	7
	
	
	By all requestors


Any field marked with a red asterisk e.g.  *   must be completed by all applicants.

The terms and conditions applied to the data request can be found either within an attached document in Appendix A or at the following address:

http://www.thedataservice.org.uk/About/data_sharing/
Guidance notes on how to complete the form can also be found either within an attached document in Appendix A or at the following address:

http://www.thedataservice.org.uk/About/data_sharing/  
	Data Sharing Protocol 
	

	
	Section 1: Requester Details 
(To be completed by all requestors)

	

	1.1  *
	Requesters Name
	

	
	
	

	1.2  *
	Position
	

	
	
	

	1.3  *
	Organisation
	

	
	
	

	1.4  *

	Organisations Address


	

	
	
	

	1.5  *
	Contact Number(s)
	

	
	
	

	1.6  *  
	Email Address
	

	
	
	

	Please provide below the names of individuals within your organisation who are duly authorised by your organisation to process the requested data.

	1.7  *

	Name(s)

	


Please now complete “section 2”

	Data Sharing Protocol 

	
	Section 2: Legal Basis for the Request 
(To be completed by all requestors)

	

	You need to confirm your relationship with the Agency by stating your understanding of the legal basis upon which the Agency is able to share this data with you by:

a. Ticking only one of the following boxes: 2.1.1, 2.2.1, 2.3.1, or 2.4.1, and

b. Providing any additional information requested. 

	

	
	Data requested on a statutory basis.  
Where the requester requires the data to fulfil a statutory obligation or exercise a power conferred on it by law, Box 2.1.1 must be completed rather than Box 2.2.1.
	2.1.1
	

	
	
	
	

	
	I confirm that our organisation is requesting personal data on a statutory basis, for our own purposes stated in the statute listed within field 2.1.2. I accept that our organisation will become a Data Controller of this data, alongside the Agency.

Please state below the statute and section that either enables or requires your organisation (or part of your organisation) to undertake work requiring this request for data.

	2.1.2
	

	

	
	Data requested for own purpose(s) (not on a statutory basis).  
	2.2.1
	

	
	I confirm our organisation is requesting personal data for our own non-statutory purposes stated in section 3, that the data is confidential, and may only be processed by our organisation as a Data Controller with the consent of the Agency.  

	

	
	Data processed on behalf of the Agency:
	2.3.1
	

	
	I confirm that our organisation is processing personal data shared by or collected for or on behalf of the Agency for the purposes stated in section 3.  As a Data Processor, we will be acting only on the instruction of the Agency (the Data Controller) when processing the data.  We accept that the data is confidential.

	

	
	Data processed on behalf of another organisation other than the Agency.
	2.4.1
	

	
	
	
	

	
	I confirm that our organisation is processing data requested by and under contract with a third party in accordance with either (2.1.1) or (2.2.1) or (2.3.1) above. I accept that our organisation will become a data processor of this data and accept that the data is confidential.
If you are processing the data on behalf of another organisation, please provide their contact details below.

	2.4.2
	

	

	 2.5 *
	Data Protection Act Compliance. 
Please state the relevant condition(s) under Schedule 2 and/or 3 of the Data Protection Act 1998, which provides justification for the Agency to provide the data  to your organisation:

	
	

	

	Data Controller Registration
Where either Box 2.1.1 or 2.2.1 above has been selected, please complete the Data Protection Registration details (boxes 2.6 thru to 2.8) for you as a Data Controller. Your registration must have:

a. At least one month to run before it expires, and

b. A registered purpose of either “Education” or “Research”.
If you are exempt from registration with the Information Commissioner as a Data Controller, please provide an explanation in box 2.9. 

	

	2.6
	Data Protection Registration No
	

	

	2.7
	Renewal Date for Data Protection Registration
	

	

	2.8
	Registered Purposes
	

	

	2.9
	Reason for exemption from registration
	

	If the requested data is going to be passed onto other organisations, please complete their details in fields 2.10 onwards, otherwise now go to section 3

	


	Please enter details of any other parties who will receive the data (contractors, agents, partnerships etc).  Unless you are a recipient of the Agency’s data as a Data Controller, they too will need to sign a protocol.  Where the data is to be shared with more than one Data Controller, all Data Controllers must complete a protocol.

	

	2.10.1
	Other Organisation 1
	

	2.10.2
	Address
	

	2.10.3
	Contact Name
	

	2.10.4
	Contact telephone No
	

	2.10.5
	Contact Email Address
	

	2.10.6
	Reason
	

	

	2.11.1
	Other Organisation 2
	

	2.11.2
	Address
	

	2.11.3
	Contact Name
	

	2.11.4
	Contact telephone No
	

	2.11.5
	Contact Email Address
	

	2.11.6
	Reason
	

	

	2.12.1
	Other Organisation 3
	

	2.12.2
	Address
	

	2.12.3
	Contact Name
	

	2.12.4
	Contact telephone No
	

	2.12.5
	Contact Email Address
	

	2.12.6
	Reason
	


The above list can be expanded by including additional copies of the “section 2 other parties expansion form” in Appendix B.

	Data Sharing Protocol 

	
	Section 3: Processing Purpose
(To be completed by all requestors)

	

	Please provide all of the purposes and full justification for the proposed processing of data in field 3.1.  This must also include details of matching, and any methods of proposed contact with individuals identified in the data. Please continue onto further sheets if necessary.  
You need to supply both a technical specification of what you are doing, so that we can decide if the data is adequate for the purpose, and a plain English description of what you are using the data for, so anyone can understand how the data is being processed.

	

	3.1  *
	

	Please expand your description above as necessary.


	If you are already in contact with the Agency regarding this data request, please provide the name, office location of the individuals, and their contact details in field 3.2. 

	

	3.2
	

	

	Please now complete one or more of the Data requirement sections 4, 5, and 6.


	Data Sharing Protocol 

	
	Section 4a: ILR Data Requirements

	

	If you are requesting ILR data files or data extracted from the ILR, please complete this section. 
If you are requesting “named” ILR data, please also complete section 4b.

	

	4a.1*
	Year
	4a.2 *
	Funding Stream / Collection
	4a.3*
	Data Files

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	The above list can be expanded by including additional copies of the “section 4a ILR data expansion form” in Appendix B.


	Please select data delivery format
	4a.4  *
	
	SPSS
	
	.DBF
	
	.CSV

	

	
	Please delete Yes/No option as appropriate

	

	Do you require data subject contact details?

 (If YES, please complete section 4b)
	4a.5  *
	
	Yes
	
	No

	

	Is matching proposed?
(If YES, please provide details in section 3)
	4a.6  *
	
	Yes
	
	No

	

	Are you planning to contact the data subjects?

(If YES, please provide details in section 3)
	4a.7  *
	
	Yes
	
	No

	

	Will you be passing the data onto other parties? 

(If YES, please provide details of the other parties in section 2.10)
	4a.8  *
	
	Yes
	
	No

	

	
	Please supply a date by which the data will be deleted & discs destroyed
	4a.9  *
	
	DD/MM/CCYY


	Data Sharing Protocol 

	
	Section 4b: ILR Named Data 

	

	Only complete this section if you are asking for ILR learner names or contact details.  Users requesting the standard ILR dataset only need complete section 4a.  
If requesting ILR “named data” fields, an extraction algorithm to limit the number of rows provided should be supplied within section 3.

	

	4b.1
	Field Identifier
	4b.2
	Field Description
	4b.3
	Data’s Purpose / How will it be processed

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	
	
	
	
	
	

	

	The above list can be expanded by including additional copies of the “section 4b ILR named expansion form” in Appendix B.



	


	Data Sharing Protocol 

	
	Section 5: Apprenticeship Vacancy Data Requirements

	

	If you are requesting Apprenticeship Vacancy based data, please complete this section. 

	

	Do you require a copy of the “Unsuccessful Candidate” report?
	5.1.1
	
	

	If you have selected tick box 5.1.1, please indicate below which fields should be used as parameters for the report. 

	5.1.2
	

	Please expand your description above as necessary.


	Do you require a copy of the “ILR Start Date” report?
	5.2.1
	
	

	If you have selected tick box 5.2.1, please indicate below which fields should be used as parameters into the report.

	5.2.2
	

	Please expand your description above as necessary.


	
	Please delete Yes/No option as appropriate

	

	Are you planning to contact the data subjects?

(If YES, please provide details in section 3)
	5.3  *
	
	Yes
	
	No

	

	Will you be passing the data onto other parties? 

(If YES, please provide details of the other parties in section 2.10)
	5.4  *
	
	Yes
	
	No

	

	
	Please supply a date by which the data will be deleted & discs destroyed
	5.5  *
	
	DD/MM/CCYY


	Data Sharing Protocol 

	
	Section 6: Other Data Requirements

	

	Please provide details of other Agency data requested that is not covered by sections 4 or 5.

	

	6.1  *
	

	


Please expand your description above as necessary.
	Data Sharing Protocol 

	
	Section 7: Declaration & Agreement
(To be completed by all requestors)

	

	All requesters should answer all questions within section 7.
All requesters should also sign and date section 7 to confirm agreement and compliance.

	

	Please delete Yes/No option as appropriate

	

	On behalf of the organisation specified in Section 1, I hereby apply for access to the data specified in sections 4 through to 6 and held by the Agency. 
	7.1  *
	
	Yes
	
	No

	
	
	
	
	
	

	

	Where either Box 2.1.1 or 2.2.1 has been selected I declare that our organisation has given notification to the Information Commissioner and registered the purposes for which the organisation may process data, that the registration is up-to-date and complete, and that the agreed processing described in Section 3 falls within the terms of the notification / registration.
	7.2 *
	
	Yes
	
	No

	
	
	
	
	
	

	

	I declare that our organisation agrees to the terms and conditions of this Data Sharing Agreement. 
	7.3  *
	
	Yes
	
	No

	
	
	
	
	
	

	

	Please state the number of additional pages from Appendix B used with this request

	

	Section 2 other parties expansion form
	7.4  *
	
	

	

	Section 4a ILR data expansion form
	7.5  *
	
	

	

	Section 4b ILR named expansion form
	7.6  *
	
	

	

	7.7  *
	Signature
	
	
	7.8  *
	Date
	

	


Please send all completed requests to your local Agency contact or, where a national request is being made, to the Data and MI Team, Data Service at the address listed in Appendix C.

Completed requests made by or on behalf of a local authority in relation to Apprenticeship Vacancy Matching should be sent to your National Apprenticeship Service contact.

Appendix A – Notes & Guidance
   T AND CS Notes

Details notes can be found at:  http://www.thedataservice.org.uk/About/data_sharing/
Or within the embedded document below:


[image: image1.emf]Terms & Conditions -  Agency Data Sharing Agreement v1.0.doc


Guidance
Guidance notes can be found at:  http://www.thedataservice.org.uk/About/data_sharing/
Or within the embedded document below:


[image: image2.emf]Guidance Notes -  Agency Data Sharing 


ILR field definitions can be found at location:  http://www.theia.org.uk/ilr/ilrdocuments/
ILR data dictionary items are at location:  http://www.thedataservice.org.uk/datadictionary
Privacy Notice
The Skills Funding Agency and YPLA issue Privacy Notices for the processing of personal data.  Where learners provide data when they enrol for learning funded by either Agency, the learning provider is supplied with Privacy Notice wording to supply to the learner.

This Privacy Notice is published by the information authority on their website at:

http://www.theia.org.uk/NR/rdonlyres/EFBDB971-A98F-4C3E-8A94-F45C742F6C97/0/natilrspecification2010_11Appendix_Fsp14Jun2010v2.pdf
Appendix B – Additional Pages
This appendix contains copies of forms to be appended to the main request where additional space is required.

Section 2 other parties expansion form

[image: image3.emf]section 2 other  parties expansion form.doc


Section 4a ILR data expansion form

[image: image4.emf]section 4a ILR data  expansion form.doc



Section 4b ILR named expansion form 

[image: image5.emf]section 4b ILR  named expansion form.doc


Appendix C – Contact Details
For Data Protection matters:
Skills Funding Agency, Data Protection:

Head of Records and Rights
Information Management Services

Cheylesmore House

Quinton Road
Coventry CV1 2WT
dataprotectionqueries@skillsfundingagency.gov.uk
YPLA, Data Protection:

Records and Rights Manager
St Lawrence House 4th floor
29-31 Broad Street
Bristol
BS1 2HF

0117 372 6406

Mike.Davies@ypla.gov.uk
Information Commissioner’s Office

Wycliffe House
Water Lane 
Wilmslow
Cheshire SK9 5AF

Tel: 08456 30 60 60 or 01625 54 57 45
Fax: 01625 524510

www.ico.gov.uk
For the Handling of Data Requests:
Skills Funding Agency & YPLA, Data Requests:

Data and MI Team, (Data requests)
The Data Service
Cheylesmore House

Quinton Road
Coventry CV1 2WT

Servicedesk@thedataservice.org.uk
Local Authorities Requesting YPLA data only, Data Requests:

Please contact your Regional YPLA representative.
National Apprenticeship Service (NAS), Data Requests:

Please contact your NAS Regional representative.
For Data Security Matters:
CESG (Communications-Electronic Security Group):

Room A2j
Hubble Road
Cheltenham
Gloucestershire
GL51 0EX

Telephone: 01242 709141
Fax: 01242 709193
General enquiries email: enquiries@cesg.gsi.gov.uk





















	The Skills Funding Agency is an agency of the

Department for Business, Innovation and Skills
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1. Terms and Conditions Introduction 


The purpose of the agreement is to provide a framework for the  sharing of personal data by the Chief Executive of Skills Funding (“the Skills Funding Agency”) or the Young People’s Learning Agency for England (“the YPLA”) to third parties.


This agreement can be used for making requests to the Skills Funding Agency for personal data under the control of either organisation, and hereinafter referred to as “the Agency”.


The personal data covered by the agreement is data relating to individuals and which is afforded protection under the Data Protection Act 1998.  This includes both personal and sensitive personal data, as described in the Act.  It also includes data which might be described as ‘depersonalised’ (for example, where some personal markers have been removed) but where individuals might still be capable of being identified either from the data itself or by manipulation (for example, by the ‘depersonalised’ being joined up with other data to enable individuals then to be identified).


The agreement sets out:


· what data are being shared


· what processing will be allowed


· why the sharing is taking place


· the rules under which this sharing will be allowed.


It provides a reference document for all parties as well as forming an agreement between them.


This agreement has been written with due attention to relevant legislation, together with guidance and Codes of Practice issued by the Office of the Information Commissioner, and Agency requirements for the protection of personal data under the Cabinet Office Security Policy Framework.

Under the Apprenticeships, Skills, Children and Learning Act 2009, the Agency is permitted to share information for education and training purposes with other parties specified in that Act for the purposes of enabling or facilitating the exercise of any relevant function described in that Act.

Whilst the Agency does not wish to hinder legitimate requests for personal data, the process must be stringent enough to ensure that personal data are only shared, used and retained in the circumstances that can be fully justified and meet the requirements of this agreement and the law.


Furthermore, the Agency must be kept fully informed of the processing of any personal data it shares with third parties to enable the Agency to ensure it is meeting its own obligations in respect of the data.


2. Sharing personal data with third parties under agreement


When personal data are shared with a third party, the Agency requires a data sharing agreement or protocol to be entered into by the data sharing partner (third party) to ensure that the purposes for which the personal data are shared are clearly understood and agreed, the personal data is properly shared, used, retained and destroyed, and all parties acknowledge their responsibilities in relation to these activities.


Where a third party is seeking data from the Agency, the third party will be required in this agreement to:


· Provide details of who will be processing the data, including details of their Data Protection notification


· Describe the data requested


· Define the basis on which the data will be processed as set out in Schedule 2 and, in the case of sensitive personal data, Schedule 3 of the Data Protection Act 1998

· State the statutory instrument and relevant section which confers a legal duty requiring any proposed processing of the data


· Provide full and clear reasons for the proposed processing of the data


· Read and confirm their understanding and agree to be bound by its conditions by signing this agreement before the Agency will share data.

Other bodies providing services to and processing the data on behalf of the third party requesting the data will also be required to read and confirm their understanding and agree to be bound by its conditions by signing an agreement before the Agency will share the data.


The Agency does not provide personal data (including sensitive personal data) as a matter of routine, and requests for data must be fully justified.

3. Making requests for personal data


All requests for data from the Agency must be made in writing, and under the terms and conditions of this agreement.  It must be noted that except where there is a defined legal requirement, the Agency is under no obligation to share any data with third parties.

3.1 Signed documents


A signed hard copy of this agreement, fully completed, should be submitted to the Agency (see Guidance Notes), before data will be issued.

3.2 Agreement period


A request for data may be made for a single purpose or multiple uses of the same data over a period of time. Any agreement will run for a maximum of twelve months or for any shorter period specified and agreed in relation to one or more of the uses, and then be subject to review and renewal of the agreement.


During the agreement period, third parties must inform the Agency of new purposes and obtain agreement to use the data for these purposes.


3.3 No routine issue of data


Data requests are the responsibility of the requestor and all requests made of the Agency for data are considered on their own merits. The Agency does not send out new datasets as a matter of course to a third party. Each dataset has to be requested from the Agency at a time when those data are available.


3.4 Justifying a request for data


It is important that any request for access to data is accompanied by a detailed explanation of what the data are to be used for. All requests for access to personal data or sensitive personal data must be fully justified demonstrating that the third party has a lawful basis for processing the data in accordance with Schedule 2 or Schedule 3 of the Data Protection Act 1998.  Further, where the data is being processed to exercise a statutory function, details of the statutory instrument conferring the legal power or duty should also be provided.


3.5 Agency process for consideration


The Agency will consider a request for data in light of the use to which the data are to be put and the suitability of the data elements requested for that use. Agency staff may contact applicants for further information or to discuss the data elements requested.


No timescale for processing each application can be given; each request will be dealt with on its own merits. The more detailed the information provided in the application, the more quickly each request can usually be processed.


3.6 Supply of data – type and media


Where data is supplied by disk, the Agency will usually supply data on a pass phrase protected, WinZip encrypted CD/DVD.  At present, learner data are usually issued in either DBF (database format) or SPSS (Statistical Package for the Social Sciences) format.


3.7 Refusal to supply data


In considering any request for data, the Agency will take into account the use to which the data are to be put, the Agency has the right to refuse to share data with third parties and refusal does not have to be explained.


4. Control of data


This section deals with the legal distinction between data controllers and data processors as defined by the Data Protection Act 1998.


4.1 Data Controllers

A data controller is a person or organisation that either alone or jointly with another controller, determines the purposes for which and the manner in which any personal data are processed.


4.1.1 The Agency as Data Controller

The Agency is the data controller of any data it provides and remains so. This means the Agency is permanently responsible for the data it provides.


At no time upon providing third parties with personal data does the Agency cease to be a controller of that data.


It is possible that in law, the Agency and a third party are joint data controllers, in which case all decisions on how those data are to be processed will be made between the Skills Funding Agency and the third party.


4.1.2 Third Parties as Data Controllers


Where the third party seeks sharing of data by the Agency for the third party’s own purposes (for example, where the third party requires the data to fulfil its own statutory function), the third party will also become a data controller of that data.  It will be required to specify the purposes for which it will be processing the data as a controller.  Where it is exercising a statutory function, it will be required to specify the function it is exercising and the statutory instrument under which it is exercising that function.


4.2 Data Processors


A data processor is any person or organisation that processes data on behalf of a data controller. A data processor can only act on the instructions of the data controller or controllers.


4.2.1 Third Parties as Data Processors


When a third party requires data from the Agency or is required to collect and supply data on behalf of the Agency, for purposes determined by the Agency (for example, where the Agency is contracting with the third party to undertake a survey of learners on the Agency’s behalf), the third party enters into this agreement as a data processor in respect of such data, and agrees to process data solely according to Agency instructions as set out in the agreement.


4.2.2 Other ‘subsidiary’ Third Parties as Data Processors


Additionally any further third parties processing data on behalf of a third party described under section 4.2.1 above, for purposes determined by the Agency under a contract between the Agency and a third party described under section 4.2.1, will only be a data processor in relation to the data shared by the Agency.  This includes any external contractor or consultant engaged by a third party.


Where access to Agency shared data is provided, written contractual conditions between the third party, as described in section 4.2.1 and any third party described in this section must regulate how the data are used and what they are used for in accordance with this agreement.


As a minimum, these conditions shall require that the third party:


· Agrees only to process personal and sensitive personal data in accordance with the disclosing organisation’s instructions


· Takes appropriate technical and organisational measures to keep data secure


· Agrees to delete the data securely by the agreed date, or when the use is fulfilled, if sooner


· Notifies the third party described in section 4.2.1 that has engaged them of any potential or actual breach of security in relation to the shared data as soon as possible and, in any event, within three working days of identification of any potential or actual loss of the shared data

· Accepts that they are a Data Processor only in regard to Agency data. They must agree that data will be kept confidential and not be disclosed to any other parties.


The Agency reserves the right to request a copy of the written contractual terms and conditions between a third party as described under section 4.2.1 and any other third party relating to any processing of the shared data.


4.3 Commissions of Work

Any third party using Agency data to produce work for another party must still only process Agency data as a processor and in accordance with any agreements made with the Agency.


5. Conditions of data supply


Personal data held by the Agency and shared with a third party are subject to the following conditions.


5.1 Annual review and retention of data by third parties


In accordance with the Data Protection Act 1998, personal data should only be processed for as long as is necessary.  Requests to the Agency to share data should be limited accordingly and for no longer than 12 months under this agreement. Specific justification for processing of the data beyond one year is required.

The Agency recognises that third parties may wish to data to be retained for further use in the near future. These parties may request permission, using this protocol, to keep data for specified purposes in anticipation of further use.


This permission must be renewed annually and each time a new project or use is undertaken. At the end of the specified time period, the data must be deleted unless further agreement is given.


5.2 Sharing with other third parties


Personal data must not be shared with other organisations or individuals without the prior written agreement of the Agency. This includes consultants, contractors, sub-contractors and other agencies.

5.3 Processing only for agreed purposes


In accordance with the fifth data protection principle, data shall only be processed (including stored) for the purpose(s) for which the request has been made, and must be deleted once that purpose has been fulfilled.


Third parties must seek agreement under a new Data Sharing Agreement for processing the data for purposes other than previously agreed.


5.4 Data Protection registration (notification to the Information Commissioner’s Office)


Where the Agency agrees to share data with a third party which will be processing the data for its own purposes, the third party will become a data controller in relation to the shared data and the Agency will require the third party to provide details of an appropriate valid entry in the Register of Data Controllers section of this agreement.  The Register of Data Controllers is managed by the UK Information Commissioner’s Office (ICO), and it is mandatory for most organisations handling data as a data controller to maintain a valid registration. 


Failure by such third parties to include a valid registration number and / or be registered for the correct purposes (i.e. unless they are exempt from registration) will result in any requests being rejected. The purposes for which an organisation must be registered may vary depending on the proposed use the data, and so a definitive list cannot be provided.  The Information Commissioner’s website provides more information about notification (see Appendix A).

It is a criminal offence for any organisation to process personal or sensitive personal data in a manner which is inconsistent with its data protection registration.


5.5 Mortality


It is important that anyone dealing with personal and sensitive data, understands that the Data Protection Act 1998 does not cover deceased persons.


Any research or surveys using Agency information should always be done via a dataset of individuals that has been checked for deceased people, to avoid unnecessary upset to the deceased’s family.


“Mortality files” are available to purchase for organisations who wish to do regular checks on their datasets, and the Agency recommends the use of these.


5.6 Data matching


Data are provided on the understanding that it will not be matched to any other datasets, even on depersonalised or aggregated datasets, unless the Agency has agreed to the proposed processing matching.


The Agency remains a data controller of data that it has been supplied. Accordingly any new dataset generated by a third party may only be kept for the length of time agreed with the Agency. Once this time has passed, the datasets must be securely destroyed in accordance with principle 5 of the Data Protection Act 1998.

5.7 Data security


All third parties entering into this agreement and processing personal and sensitive personal data must have in place prior to receipt of the data, and continue to take, appropriate technical and organisational measures against unauthorised or unlawful processing of personal data, and against accidental loss, destruction or damage to personal data. These will include, but not be limited to.


· Appropriate technological and security measures


· Secure physical storage and management of non-electronic data


· Password protected computer systems


· Restricted access to data and taking reasonable steps to ensure the reliability of employees who have access to data


· Appropriate security on external routes into the organisation; for example, internet firewalls and secure dial-in facilities.

All third parties entering into this agreement and who will be data controllers of the shared data will be required as part of this agreement to provide details of an appropriate valid entry in the Register of Data Controllers.  Notification requires that the data controller must provide to the UK Information Commissioner a general description of the measures it will take for the purposes of protecting against unauthorised or unlawful processing of personal information and against accidental loss or destruction of, or damage to personal information.


5.7.1 Destruction of data

Once the data have been used for the purposes for which they were required, the data should be deleted, using appropriate software where necessary, unless there is an agreement with the Agency that the data may be retained for longer.  The Agency requires third parties to delete data securely to a standard that accords with the protective marking that applies to the data.  Technical guidance for deletion of data is provided by CESG (see Appendix).


5.7.2 Security incidents


The Agency requires the third party to advise the Agency of any potential or actual losses of the shared data as soon as possible and, in any event, within three working days of identification of any potential or actual loss, whether in relation to its own processing of the data or in relation to data processed on its behalf, in order that the Agency can consider what further action is required in relation to such an incident and the continued and future sharing of data.


The Agency further requires any third party processing data on behalf of the Agency to notify it as soon as possible of any breaches of security which might potentially give rise to a risk to the security of the data shared by the Agency.

The security of data is far more wide ranging than this agreement can cover, including issues such as access control, storage, disposal and deletion.


International Standard ISO 27000-1 on Information Security Management is available for those organisations wishing to obtain certification for good practice.


Further information, to supplement this agreement is available from:


http://www.berr.gov.uk/whatwedo/sectors/infosec/#

http://emea.bsi-global.com/InformationSecurity/index.xalter

Please note that these websites are not operated and controlled by the Agency and therefore the Agency cannot be held responsible for changes made to the contents of these pages.

5.8 Suppression of personal data

Where the Agency shares personal data with a third party, groups identified as having fewer than five individuals as a result of data analysis should not be published, except with the prior agreement of the Agency.


5.9 Rights to inspection and withdrawal of data sharing


If the Agency shares data with a third party for the purposes of the third party processing data on behalf of the Agency, the Agency reserves its rights under contract with a third party to inspect arrangements for the processing of the shared data and withdraw agreement to the shared data where it considers a third party is not processing the data in accordance with this agreement.


5.10 Data Subject Access Rights


Individuals have a right to see what data are held about them, and to know why and how it is processed. 


The Agency as a data controller has an obligation to respond to these requests, however requests made of a third party should be honoured by them under the terms of the Data Protection Act 1998.


Third parties with whom the Agency shares data for the purposes of processing on behalf of the Agency should refer such requests in accordance with its contractual obligations with the Agency.

5.11 Transfer of data outside of the EEA


Data shared with third parties will not be transferred outside of the European Economic Area unless explicitly agreed by the Agency.


The Data Protection Act 1998 (8th Principle) bans the transfer of personal data to a country or a territory outside of the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of the data subjects in relation to the processing of their personal data.


When the Agency gathers personal data from an individual such as a learner, it does not inform them that their data will be transferred outside of the European Economic Area.


When the Agency shares data under this data sharing agreement, the other parties to the agreement agree that no data will be transferred outside of the European Economic Area, unless the Agency explicitly agrees to the transfer.


5.12 Prohibition of data for other purposes

5.12.1 Commercial purposes
Personal data will not be released or sold for commercial purposes and must not be used for such purposes.
Data which may provide the requestor with commercial advantage may be either refused, or provided on the condition that other organisations that may be affected by the release of these data are also provided with the information.


5.12.2 Processing incompatible with Privacy Notice


The Agency will not share data for uses incompatible with the purposes in a Privacy Notice it has issued.  This includes, but is not limited to.


· Speculative Investigations – where organisations wish to trawl for names and information without proper cause or purpose


· Snooping – where organisations wish to act on merely a suspicion of information that might be of use to them, with no other justification.


6. Changes to data sharing agreements


Periodic reviews will take place of data sharing agreements. The agreements are available from the Data Service web site at: http://www.thedataservice.org.uk/About/data_sharing/ 

		The Skills Funding Agency is an agency of the


Department for Business, Innovation and Skills
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Data Request Form – Guidance Notes

Completion of request form instructions

The following guidance notes have been written to help those making an application for Personal, Personal/Sensitive data owned by either the Skills Funding Agency or the YPLA, to complete a Data Sharing request form.

From this point onwards, the Skills Funding Agency and the YPLA will be collectively referred to as the “Agency”.



High level Rules & Sectional Breakdown

Any field marked with a red asterisk e.g.  *   are mandatory, and must be completed by all applicants.


		Section

		Colour

		When to be Completed



		



		1

		

		

		By all requestors



		



		2

		

		

		By all requestors



		



		3

		

		

		By all requestors



		



		4

		

		

		By anybody requesting ILR based data



		



		5

		

		

		Anybody requesting either or both of the Apprenticeship Vacancy reports



		



		6

		

		

		To be used when requesting data not covered by either section 4 or 5



		



		7

		

		

		By all requestors





If you are requesting Individualised Learner Record (ILR) data, the fields required should be taken from the relevant year’s ILR manual which is available at: 


http://www.theia.org.uk/downloads/ilrdocuments/    




Data requests are normally turned around within 10 working days of an Agency’s Data Sharing Agreement having been received and being confirmed as valid (i.e. containing no outstanding queries or omissions). 
Please note that this may vary at peak times and is also reliant on the volume of data requests already in progress. 

		Section 1 – Requestor Details



		Field 

		Field Name

		Description



		



		1.1 *

		Requestors Name

		Enter your name within this field.



		



		1.2 *

		Position

		Enter your role or position within the organisation you are making the request on behalf of.



		



		1.3 *

		Organisation

		Enter the name of the organisation making the request for the data.



		



		1.4 *

		Organisations Address

		This field is to hold the registered address of the organisation making the request. This will be the address used to send the data to, unless a second address is supplied and clearly marked as the delivery address.

It is Agency policy that data will not be supplied to a home or private address. Data will only be sent to a business address.



		



		1.5  * 

		Contact Number(s)

		This field is to contain either a land line telephone number or a mobile number on which you can be contacted at your organisation. 

If you wish, both can be supplied.



		



		1.6  * 

		Email Address

		Enter your email address here. This should preferably be a company/organisation email address and not a private email address.

This address will be used by the team supplying data for notification purposes.



		



		1.7 *

		Names

		The names (given name and surname) of all individuals who will be working on the requested data should be provided within this field. 





		Section 2 – Legal Basis for the Request



		Field 

		Field Name

		Description



		



		It is mandatory that only one of the following four tick boxes 2.1.1,  2.2.1,  2.3.1, or 2.4.1 are selected for each request. Selection can be made by entering either a cross or a tick within the lighter shaded area.



		



		2.1.1 

		Tick box

		If the requesting organisation is a “Statutory Body” and it requires the data to fulfil a statutory obligation or exercise a power conferred on it by law, Box 2.1.1 must be selected rather than Box 2.2.1. 

Typical examples of Statutory bodies are: DfE, DWP, BIS, Local Authorities, Police etc.



		



		2.1.2

		Free form text box

		Box 2.1.2 is to be used to declare the statute and section within the statute under which your organisation is claiming the data.


Box 2.1.2 is mandatory if box 2.1.1 has been selected.



		



		2.2.1 

		Tick box

		If your requesting organisation is not a “Statutory Body” and it wishes to request the data as a “data controller” i.e. to process the data for your own purposes, then Box 2.2.1 must be selected. 



		



		2.3.1

		Tick box

		If your requesting organisation is processing the data on behalf of the Agency, i.e. it has been contracted to complete a piece of work by the Agency, then you must select box 2.3.1.



		



		2.4.1 

		Tick box

		If your organisation is processing the data on behalf of another organisation that is neither the Skills Funding Agency nor the YPLA, i.e. you have been sub-contracted by another organisation, you must tick this box. 



		



		2.4.2 

		Free form text box

		If box 2.4.1 has been selected, then the details of the sub-contracting organisation are to be supplied within this box. The details to be supplied are: Name, address, Key contact, & contact details e.g. telephone number and email address.

If box 2.4.1 is ticked, then box 2.4.2 is mandatory.



		



		2.5 *

		Data Protection 

		For all requests this box must be completed with the names of the relevant parts of Sections 2 and/or 3 of the 1998 Data Protection act under which the data is being claimed.  

The act can be found at:  http://www.legislation.gov.uk/ukpga/1998/29/contents 



		If You selected box 2.1.1 or 2.2.1 then fields 2.6 through to 2.8 or 2.9 must be completed.


If neither of the above listed boxes were selected then continue on from point 2.10.



		2.6

		Data Protection Registration Number

		If you selected either box 2.1.1 or 2.2.1, then your requesting organisation must be registered with the Information Commissioners Office. Your organisations Data Protection Registration number must be provided within box 2.6, along with the additional information requested by boxes 2.7 & 2.8.

If your organisation is exempt from declaring this information, then the details of the exemption are to be provided within box 2.9.



		



		2.7

		Renewal Data for Data Protection Registration

		Box 2.7 must be completed if either box 2.1.1 or 2.2.1 were selected. You must supply within box 2.7 the date on which your organisations Data Protection Registration  runs out, or comes up for renewal.

The “Agency” will only supply data to an organisation that has at least one month remaining on its Data Protection registration.


If your organisation has less than one month left on its registration, then you will be asked to provide proof that the organisation is/has applied for a renewal of their registration.



		



		2.8

		Registered Purposes

		Box 2.8 must be completed if either box 2.1.1 or 2.2.1 were selected. 


You are to use box 2.8 to supply details of the Registered Purposes listed within your organisations Data Protection registration.

The “Agency” will only supply data to organisations with a list of registered purposes that contain either “Research” and/or “Education”.



		



		2.9

		Reason for exemption from registration

		If your organisation has acquired an exemption from registering with the Information Commissioners Office, then use this box to supply the details of the exemption.                                                                                                                                                                                                       



		If you are planning on passing the data or its results onto other organisations, then the names of the organisation/s must be provided in fields 2.10 onwards.  

You may only pass the data onto further organisations if you have selected either field 2.1.1 or 2.2.1.


If you are not going to pass the data onto any other organisation, then continue completing the form from Section 3 onwards.


If you require further space to complete your list of organisations with whom the data will be passed onto, then please use copies of the additional page provided within Appendix B of the Agency’s Data Sharing Agreement entitled “section 2 other parties expansion form”.



		2.10.1

		Other Organisation 1

		The name of the first additional organisation to which you will be passing the data received from the Agency onto must be supplied within this field.



		



		2.10.2

		Address

		The address of the first additional organisation to which you will be passing the data received from the Agency onto must be supplied within this field.



		



		2.10.3

		Contact Name

		The name of your contact at the organisation receiving the data must be supplied within this field.



		



		2.10.4

		Contact Telephone Number

		The telephone number of your contact at the organisation receiving the data must be supplied within this field.



		



		2.10.5

		Contact Email Address

		The email address of your contact at the organisation receiving the data must be supplied within this field.



		



		2.10.6

		Reason

		A reason as to why the additional organisation needs to receive the data must be provided here.



		



		2.11.n

		

		Where needed these fields should be completed as those described for 2.10.n



		



		2.12.n

		

		Where needed these fields should be completed as those described for 2.10.n 



		Once the details of the organisations to which the data will be passed onto have been provided, you must continue to complete the form from Section 3 onwards.





		Section 3 – Processing Purpose



		Field 

		Field Name

		Description



		



		Section 3 must be completed for all requests. 



		



		3.1 

		Free form text box

		Within this area, you must provide the following information:


· Details of why you need the information


· Details of any processing you will undertake using the data


· Details of any proposed matching of the supplied data with additional data sourced else-where


· If applicable, details of why and how you are going to contact any individuals listed within the data supplied


· What output will be created using the requested data


· Who will use the output created 

· How the output will be transferred to its users


· Extraction details, i.e. what extraction rules are to be applied by the team providing the data to prevent excessive data being supplied.


· Where applicable include the relevant Snapshot and Funding Models – see 4a.2 for details


From the information provided, the team being asked to supply the data will aim to determine if “what is being requested fits the purpose listed”, and until they are happy with their assessment, no data will be supplied. Therefore the more accurate the information supplied within this section, the quicker the request will be turned around as fewer questions will be raised.


All information should also be supplied in plain English (non technical).


Box 3.1 can be expanded as necessary by simply continuing to type information within it.


Data not required should not be requested.



		. 



		3.2

		Free form text box

		If you are already in contact with anyone within the Agency regarding the data and the processing to be applied to it, then please provide their contact details within this box. Details to be provided are:

· Name


· Office / department


· Office location


· Telephone number


· Email address





Once section 3 has been completed, you must then start to detail the data being requested by completing information, where applicable, in sections 4, 5 and/or 6.

		Section 4a – ILR Data Requirements



		Field 

		Field Name

		Description



		



		Section 4 must be completed for all requests where either copies of, or extracts from, ILR data is being made. 


The section is split into two major sub-sections.  


1. Section 4a which should be completed for all ILR data requests, as this is where you state from which data collection and year you wish the data to be extracted from.

2. Section 4b is to be completed when “named” data is included within the request. Data items covered by the phrase “Named” data are: a learners Surname, Given name, Address Lines 1 through to 4, telephone number and National Insurance Number. (Please note the Agency is only allowed to distribute a learners NI number to DWP.)

The Standard ILR specification for each year can be found at: http://www.theia.org.uk/downloads/ilrdocuments/

Documents posted to the Web at the location listed below provide information on Derived Variables (DV’s) that are created and appended to the standard ILR data files, along with summary information as to what files are created for the ILR..

http://www.thedataservice.org.uk/datadictionary

When requesting ILR data via the use of Section 4a, all fields 4a.1 through to 4a.9 are mandatory.



		



		4a.1  *

		Year

		It is within this field that you must indicate from which academic year you wish your data to be taken from. E.g. 10/11 or 07/08 etc…



		. 



		4a.2  *

		Funding Stream / Collection

		Use this field to identify which collection & funding stream you require.


For 11/12 state which Snapshot(s) and the Funding Model(s) are required. Snapshot periods are from: 


· SN03 to SN14 


Alternatively state the IA Return Number (R03 to R15) and data from the associated snapshot will be delivered.    


Funding Models are:


· ALL = All Funding Models


· 10 = Adult Safeguard Learning)


· 21 = 16-18 Learner Responsive


· 22 = Adult Learner Responsive


· 45 & 46 = Employer Responsive


· 70 = ESF funded (co-financed by the Skills Funding Agency)


· 80 = Other LSC funding (valid only for learning aims starting before 1 August 2010)


· 81 = Other Skills Funding Agency funding model 


· 82 = Other YPLA funding model


· 99 = No Skills Funding Agency or YPLA funding for this learning aim


Requests should state both criteria.  Examples are: 


           SN03 & ALL 

           SN03 & Funding Models 10, 21, or 


           SN03 & 10, 21

           R03 & 10, 21  


Prior to 11/12 collection identifiers were:


· ERnn       (09/10 onwards)


· LRnn       (09/10 onwards)


· ASLnn     (09/10 onwards)


· UFInn      (09/10 and previous years)


· WBLnn    (08/09 and previous years)


· Lnn          (08/09 and previous years)


· ACLnn     (08/09 and previous years)


(Where nn = the appropriate period. 


E.G. for ER period 7 enter ER07)


For data from a final freeze you could write “L05 final”.

This field can also be used for requesting LARA or LAD data by adding either: 


· LARA      (for 11/12 data onwards)

· LAD        (for 10/11 data and previous years)






		Uesting 



		4a.3  *

		Data Files

		It is here that you must list which data files within the collection the data is to be extracted from. Typical examples are:

· Learner


· Aims


· Learner_aims


· Admin


· LARA


· LAD



		



		If you wish to request a number of ILR data items that is greater than the space provided within Section 4a, then please complete additional copies of the “section 4a ILR data expansion form“ page embedded within Appendix B. The additional pages can then be appended to the end of the Agency’s Data Sharing Agreement document. 


If you have used additional pages, then please remember to declare how many pages in Section 7. 



		



		4a.4  *

		Data Delivery Format

		Please select which format you would like your data to be delivered in.

If you require the data in a format not listed within field 4a.4, then please provide the necessary details within your “reason” in Section 3. 



		



		The following four fields all require a Yes /No answer to a question. If your answer to one of the questions is Yes, then please delete/strikethrough the “No” option, and if your answer to a question is No, then please delete/strikethrough the “Yes” option.



		



		4a.5  *

		Data Subject Contact Details

		If you are requesting Data Subject contact details then please indicate this here. Data Subject Contact details can be either a learners or employers:


· Name


· Address line/s


· Telephone number


· Email address


· Postcode

If any of the above fields are being requested, then they need to be declared within section 4b, where justification of their use must also be provided.


Please note that the Agency insists that their data subjects need to opt into allowing contact to be made, and that direct face to face contact can only be arranged once permission has been sought from the data subject via a letter or telephone call first. 


Whenever contacting the Agency’s data subjects, even to seek further permissions, the you must honour the data subjects data values in the “restricted use“ field L27.


The Agency will always supply the L27 field whenever a data subjects contact details are supplied even if you do not request them.



		



		4a.6  *

		Is matching proposed?

		If or if not, the data being requested is to be matched against other data, then please answer this question appropriately. 

If matching is proposed then details need to be provided within Section 3.



		



		4a.7  *

		Are you planning on Contacting the Subject?

		Please state whether or not you will be using the data to contact the data subjects.

If you are going to be contacting the data subjects, then a description of how this will be undertaken must be provided within Section 3.


Please note that the Agency insists that their data subjects need to opt into this function, and that direct face to face contact can only be arranged once permission has been sought from the data subject via a letter or telephone call first. 


Whenever contacting the Agency’s data subjects, even to seek further permissions, the you must honour the data subjects data values in the “restricted use“ field L27.

The Agency will always supply the L27 field whenever a data subjects contact details are supplied even if you do not request them.



		



		4a.8  *

		Will you be Passing the data onto other parties?

		Please state whether you will be passing the data onto other parties (Yes/No). If you are going to pass the data onto other parties, then the names of these other parties must be provided within section 2.10 onwards.



		



		4a.9  *

		Deletion date

		You must provide a date by which you agree to delete the data supplied via this request.

The Agency prefers to see a date of 12 months or less. If the data is required for a period longer than 12 months, then a re-application or extension should be made.





		Section 4b – ILR Named Data 



		Field 

		Field Name

		Description



		



		Section 4b must be completed for all requests where extracts from ILR data is being requested, and the data being requested includes at least one of the following fields:


· Learners Surname or Given name, 


· Address Lines 1 through to 4, 


· Learners telephone number, 


· Learners National Insurance Number. (Please note the Agency is only allowed to distribute a learners NI number to DWP.)


The Agency will always supply the L27 field whenever a data subjects contact details are supplied even if you do not request it. 


You must honour the learner’s choices regarding contact, as depicted by the values in their L27 field.

When requesting “named” ILR data via the use of Section 4b, all fields 4b.1 through to 4b.3 are mandatory.


When requesting “named” data, you must also provide a series of selection rules within section 3 of the request form to limit the width (fields within a full data record) and depth (number of data rows) of the data being extracted. 






		



		4b.1  *

		Field Identifier

		You must supply the field identifier, as defined within the ILR specification for the data items being requested.


The Standard ILR specification for each year can be found at:


http://www.theia.org.uk/ilr/ilrdocuments/





		. 



		4b.2  *

		Field Description 

		You need to supply a description or title for each named field being requested.



		



		4c.3  *

		Data’s use / Purpose

		For each of the fields being requested, you must stipulate why it is required, and how it will be used and processed.



		



		If you wish to request a number of ILR data items (including “named fields) that is greater than the space provided within Section 4b, then please complete additional copies of the “section 4b ILR named expansion form“ page embedded within Appendix B. The additional pages can then be appended to the end of the Agency’s Data Sharing Agreement document. 


If you have used additional pages, then please remember to declare how many pages in Section 7. 





		Section 5 – ILR Named Data 



		Field 

		Field Name

		Description



		



		Section 5 must be completed for all requests where Apprenticeship Vacancy data is being requested.

The data can be requested via the running of two reports.


When requesting Apprenticeship Vacancy data via the use of Section 5, fields 5.3 through to 5.5 are mandatory.



		



		5.1.1  

		Do you require a copy of the “unsuccessful candidate” report?

		If you do require a copy of this report, then please either tick, cross or include “Yes” within the selection box.





		



		5.1.2

		Free form text box

		If you have indicated that you wish data from the “unsuccessful candidate” report to be supplied to you, then you need to provide the parameters under which you wish the report to be run e.g. if you only wish for 10/11 data then you’d stipulate that here, or if you only require data for the East Midlands region, you’d indicate that here.



		



		5.2.1

		Do you require a copy of the “ILR Start Date” report?

		If you do require a copy of this report, then please either tick, cross or include “Yes” within the selection box.






		



		5.2.2

		Free form text box

		If you have indicated that you wish data from the “ILR Start Date” report to be supplied to you, then you need to provide the parameters under which you wish the report to be run e.g. if you only wish for 10/11 data then you’d stipulate that here, or if you only require data for the East Midlands region, you’d indicate that here.



		. 



		5.3  *

		Are you planning to Contact the Data Subject 

		Please state whether or not you will be using the data to contact the data subjects.


If you are going to be contacting the data subjects, then a description of how this will be undertaken must be provided within Section 3.


Please note that the Agency believes that their data subjects need to opt into this function, and that direct face to face contact can only be arranged once permission has been sought from the data subject via a letter or telephone call first. 



		



		5.4  *

		Will you be passing the data onto other parties

		Please answer the question appropriately. If you are going to pass the data onto other parties, then the names of these other parties must be provided within section 2.10 onwards.



		



		5.5  *

		Deletion date

		You must provide a date by which you agree to delete the data supplied via this request.


The Agency prefers to see a date of 12 months or less. If the data is required for a period longer than 12 months, then a re-application or extension should be made.





		Section 6 – Other Data Requirements



		Field 

		Field Name

		Description



		



		Section 6 is to be used when you need to request data that is neither ILR based or delivered via either of the two Apprenticeship Vacancy reports.






		



		6.1 

		Free form text

		Please provide as much detail as possible, including:


· Dataset names, 


· Application names, 


· Agency contacts,


· Data Items


· Specific years etc.


i.e. any information that will aid the team delegated to supply the data being requested.






		





		Section 7 – Declaration & Agreement



		Field 

		Field Name

		Description



		



		Section 7 is to be completed by all requestors.


All fields within Section 7 are mandatory.


Boxes 7.1, 7.2 and 7.3 all require a question to be answered. To answer the question you must delete/remove or strike through the appropriate option. If you wish to answer “Yes” to one of the questions, then you are to delete or strikethrough the “No” option, leaving the “Yes” option untouched.



		



		7.1  * 

		Yes/No box

		The options in field 7.1 are seeking confirmation that you do represent the organisation listed in Section 1, and that you are requesting the data listed in Sections 4, 5 and 6.


You must either delete or strikethrough either the “Yes” or “No” option. 



		



		7.2  *

		Yes/No box

		The question being asked in 7.2 is seeking clarification that where the data is being requested by an organisation as a “Data Controller”, you are declaring that your organisation is registered to the correct levels with the Information Commissioners Office. 


If you are not requesting the data as a “Data Controller” then please select the “No” option.



		



		7.3  *

		Yes/No box

		You must indicate if you agree to the Agencies Data Sharing Terms & Conditions.

A copy of the Terms & Conditions document is embedded within Appendix A of the Data Sharing Agreement form. Alternatively, a link to the Terms and Conditions is also provided within both Appendix A and the instructions page.

The Agency will always seek acceptance to their Terms and Conditions prior to any data being dispatched.



		



		7.4 *

		Section 2 other parties expansion form

		If you have used additional instances of the “section 2 other parties expansion” form, you must indicate here how many additional forms have been used and attached to the Agency’s Data Sharing Agreement.



		



		7.5  *

		Section 4a ILR data expansion form

		If you have used additional instances of the “section 4a ILR data expansion” form, you must indicate here how many additional forms have been used and attached to the Agency’s Data Sharing Agreement.



		



		7.6  *

		Section 4b ILR named expansion form

		If you have used additional instances of the “section 4b ILR named expansion” form, you must indicate here how many additional forms have been used and attached to the Agency’s Data Sharing Agreement.



		



		7.7  *

		Signature

		All data requests must be accompanied by a signature. 

It is the Agency’s policy that data will not be distributed until a signed hard copy of the data sharing agreement has been received. Data will not be sent out against an electronic signature. 



		



		7.8  *

		Date

		Please complete this field with the date on which the request was signed.





Section 8 - Once Completed

National Requests 


· If you are a Local Authority requesting only YPLA data, please send your request into the Data Service Service Desk, marking it for the attention of your local RIAS team.


· Completed requests made by or on behalf of a local authority in relation to Apprenticeship Vacancy Matching should be sent to your National Apprenticeship Service contact.


· All other national level requests should also be sent into the Data Service Service Desk.


Data Service Service Desk Address:


Data and MI Team, (Data requests) C/O Data Service Service Desk
The Data Service
Cheylesmore House


Quinton Road
Coventry CV1 2WT


Servicedesk@thedataservice.org.uk

Localised Requests

· Please send all completed requests to your local Agency. 


For both National and Localised requests, data will only be distributed once:

· The request is deemed to be valid.

· The Data Sharing Agreement form is complete and valid.

· A signed hard copy of the agreement form has been received. Data will not be sent distributed against an electronic signature.

Data requests are normally turned around within 10 working days of a Data Sharing Agreement having been received and being confirmed as valid (i.e. containing no outstanding queries or omissions). 
Please note that this may vary at peak times and is also reliant on the volume of data requests already in progress. 

Section 9 – Items to Consider

When applying for data, please also consider the following points listed below:

Suitability: In technical terms, what are you trying to achieve? Are you requesting the correct data for what you are trying to do?

Data Matching: Consider what information you have requested and why it is required for this work. Remember such things as matching to mortality files. 


Analysis & Results: Results of less than 5 individuals should be suppressed. Care should also be taken if totalling is employed and only one or two results are suppressed.

Surveys: Consider how you are going to contact the data subject. Always seek permission first via a telephone call or letter. Data Subjects must opt in. If using ILR data, then always take into consideration the values within the “restricted use” L27 field regarding contact.

Who will see the Data: Personal and sensitive data should be held and processed in a secure environment, with only those people who need access being given that access.

Contractors / Consultants: If you are using external resource that will have access to personal and sensitive data, ensure that they sign suitable confidentiality agreements and that data are processed and stored only in suitable environments.

Small Geographical Units: Even if names have been removed from the data, individuals can still be identified by someone with local knowledge using clues such as gender, disability and ethnicity within a small geographical area e.g. postcode, ward, lower level SOA, place of learning etc. 

Data Safety: How will you keep the data safe? Do you have proper access controls in place for computers? Are any paper files where information is held locked away and accessible only by those authorised to do so? Are files properly backed up and are the backup’s tested regularly for completeness, recoverability and accuracy?

Data Protection: Who has responsibility for Data Protection matters in your organisation? Have they been consulted about the requested processing of data?


Data Protection Policy: Do you have a Data Protection Policy that is accessible by all staff so that your organisation is fully aware of its obligations in this area?

Training: Have staff been appropriately trained in data protection and other relevant areas? If not, consider training in this area as an investment in staff development.

		The Skills Funding Agency is an agency of the


Department for Business, Innovation and Skills
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		Details of additional standard ILR data files required

To be appended to the main data request protocol form
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		4a.2 *

		Funding Stream / Collection

		4a.3*

		Data Files
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		Details of additional standard ILR data files required

To be appended to the main data request protocol form



		



		



		4b.1

		Field Identifier

		4b.2

		Field Description

		4b.3

		Data’s Purpose / How will it be processed
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		Details of additional other parties who will receive the data 

To be appended to the main data request protocol form



		



		2.13.1

		Other Organisation 4

		



		2.13.2

		Address

		



		2.13.3

		Contact Name

		



		2.13.4

		Contact telephone No

		



		2.13.5

		Contact Email Address

		



		2.13.6

		Reason

		



		



		2.14.1

		Other Organisation 5

		



		2.14.2

		Address

		



		2.14.3

		Contact Name

		



		2.14.4

		Contact telephone No

		



		2.14.5

		Contact Email Address

		



		2.14.6

		Reason

		



		



		2.15.1

		Other Organisation 6

		



		2.15.2

		Address

		



		2.15.3

		Contact Name

		



		2.15.4

		Contact telephone No

		



		2.15.5

		Contact Email Address

		



		2.15.6

		Reason
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